How to Encrypt a USB using BitLocker

1. Insert USB
2. Open File Explorer and Right Click the USB and then select “Turn on Bitlocker”

3. BitLocker will Initialize the drive.
4. It will then prompt you for a password. This can be anything you decide.

5. You will then get a prompt about the recovery key. The recovery key is used in case you do not
remember the password. We recommend two options you can choose from. After you have
made a choice, click Next.
-

Save to a file: This will provide a text document that includes an Identifier and a Key.
The Identifier is essentially the ID of the USB drive. They key is what you use to
unlock it. With this option you will need to save this somewhere that you can refer
to in the event you forget the password.

-

Print the recovery key: This will basically print the same information that comes in
the “Save to a file” option. Instead of saving this on your computer or server you will
have a paper copy instead.

6. This is where you choose how much to encrypt. Select “Encrypt used disk space only (faster and
best for new PCs and drives). This will only encrypt the space being used. As you add more to
the drive, it will become encrypted. Click Next. NOTE: If you choose to encrypt the entire drive,
it will take a really long time because it will encrypt all the space not being used.

7. Next, select “Compatible mode (best for drives that can be moved from this device)

8. Click Start Encrypting. The drive will start encrypting, wait until it is finished. DO NOT REMOVE
THE DRIVE UNTIL IT IS FINISHED.
9. After it is done, click Close
10. Now you can add the files you need to the USB.
11. To test. Remove the USB, wait 10 seconds, plug it back in.
12. Open File Explorer and click on your USB. It should prompt you to enter the password you
created earlier. Type in your password and click Unlock

13. You should have unlocked your USB and be able to add and remove files from it.

